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1.0 Phase 1 Research and Planning

1.1 Overview:

Cyber threats today are more advanced and harder to detect than ever before. Attackers no
longer just break in and cause obvious damage, they move quietly through networks,
sometimes for weeks, before anyone realizes something is wrong. Traditional security tools
like firewalls and antivirus software are simply not enough anymore. Organizations need
smarter, more proactive ways to protect themselves, and that is exactly what this project
aims to demonstrate.

1.2 Problem definition:

Nowadays, many organizations have security tools but most of them struggle with using
them efficiently. They collect enormous amounts of data everyday but they lack the
correlation rules that will help recognize patterns of threats and attacks. As a result of this,
security teams tend to miss a lot of real attacks or drowning in false alarms.

Our main problem is that most SIEM solutions aren’t driven by real threat intelligence,
they rely on generic rules that do not reflect how modern attackers behave [3]. This gap
between having security tools and using them effectively is what this project sets out to
address.

1.2.1 What is Threat Intelligence?

Threat Intelligence 1s the process of collecting and analyzing data about potential cyber
threats and turning that raw data into actionable knowledge that defenders can actually use.
This includes suspicious IP addresses, malicious file hashes, known attack patterns, and
information about attacker behavior. The key idea is that instead of simply reacting after
an attack happens, security teams can use threat intelligence to understand threats in
advance and prepare their defenses accordingly. When properly integrated into a SIEM
platform, threat intelligence makes detection rules smarter, more targeted, and far more
effective. [2]



https://doi.org/10.1016/j.cose.2023.103352
https://nsfocusglobal.com/wp-content/uploads/2017/01/SANS_Whitepaper_Threat_Intelligence__What_It_Is__and_How_to_Use_It_Effectively.pdf
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Figure 1: Threat intelligence cycle

1.2.2 Requirements analysis:

To build a working Threat Intelligence-Driven SOC, the project has three core
requirements.

The first is a SIEM platform. The platform needs to be capable of collecting large volumes
of security logs, applying correlation rules, generating alerts, and displaying results through
dashboards.

The second is a threat intelligence source. Real-world threat indicators such as known
malicious IP addresses, domains, and file hashes need to be integrated into the system so
that detection rules can go beyond just pattern

matching and actually identifying known threats.

The third is a large network dataset. A dataset of at least 200,000 labeled network records
is needed to simulate realistic traffic, test correlation rules, and evaluate how well the
system detects different types of attacks.




1.3 SIEM Platform Selection:

In this project, the selected SIEM platform is Splunk. Splunk is widely used for security
monitoring and log analysis in modern SOC environments [2].

Splunk enables security analysts to collect and analyze security logs, create correlation
rules for detecting suspicious activities, and generate alerts when potential threats are
identified. It also provides visualization tools such as dashboards that help monitor network
activities

1.4 Related Work:

Several studies have addressed the challenge of integrating threat intelligence into
Security Operations Centers to improve detection capabilities.

Wagner et al. [1] introduced MISP, an open-source Malware Information Sharing
Platform that enables organizations to collaboratively share threat indicators. Their work
demonstrated how structured threat intelligence formatted using the Event-Attribute-Tag
model can be exchanged efficiently between security teams. MISP became one of the
foundational platforms for modern threat intelligence sharing, with a single private-sector
instance storing over 420,000 attributes.

Bromiley [2] published a SANS Institute whitepaper examining how organizations
operationalize threat intelligence. The study defined threat intelligence as evidence-based
knowledge about threats that informs decision-making and reported that 72% of surveyed
organizations had adopted threat intelligence programs. The author emphasized that the
true value of threat intelligence is only realized when it is integrated into SIEM platforms
where detection logic can leverage it.

Ainslie et al. [3] conducted a systematic review of cyber threat intelligence (CTI)

practices, proposing the Intelligence Cycle (Direction, Collection, Processing, and

Dissemination) as the theoretical framework for CTI adoption. Their research concluded
that organizations investing in CTI transform from reactive and undirected to proactive,
anticipatory, and dynamic security postures. However, they also identified that CTI
adoption remains limited and often concentrated within IT operations rather than
embedded in strategic security decision-making.

Moustafa and Slay [4] developed the UNSW-NB15 dataset which addresses limitations
of older benchmark datasets such as KDDCUP99 and NSL-KDD. Generated in the Cyber
Range Lab of the Australian Centre for Cyber Security, the dataset provides over 2.5
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million labeled records spanning nine modern attack categories, making it one of the
most widely used benchmarks in network intrusion detection research.

This project builds upon these foundations by implementing a practical, integrated SOC
environment that combines threat intelligence feeds, machine learning-based correlation,
and real-time monitoring within a single SIEM platform.

1.5 IoC Attributes Specification

The following Indicators of Compromise (IoCs) from the UNSW-NBI15 dataset are used
as detection features in the Splunk SIEM:

Num IoC Type Descriptions

Networkbehavior ~~ Mal ip/Mal domain/Mal port/Srcip/ |
Dstip / Dsport

Mal_port The malicious port we deal with it
Mal domain The malicious domain we deal with it

Mal ip The malicious i[ we deal with it

Table IUNSW-NBI15 Ico's

1.6 Data Collection:

The security logs used in this project will be obtained from the UNSW-NB15 dataset,
which was developed by the Cyber Range Lab of the Australian Centre for Cyber Security
(ACCS) at the University of New South Wales in Canberra, Australia [4]. It is one of the
most widely used benchmark datasets in cybersecurity research for evaluating network
intrusion detection systems.

The raw network packets of the UNSW-NBI15 dataset were generated using the IXIA
PerfectStorm tool, which produced a hybrid of realistic modern normal activities and
contemporary synthetic attack behaviors. The tcpdump tool was used to capture
approximately 100 GB of raw traffic. The dataset includes nine types of attacks: Fuzzers,
Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode, and Worms,
with 49 features extracted using the Argus and Bro-IDS tools.

For this project, the full UNSW-NB15 dataset file was used, providing more than 700,000
labeled records, which significantly exceeds the project requirement of 200,000 records.
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The dataset contains real IP addresses, ports, protocols, and network flow features, making
it suitable for developing and validating correlation rules in the Splunk SIEM.

In addition to the network logs, threat intelligence indicators such as malicious IP addresses
and domain names will be collected from publicly available threat intelligence sources
including AlienVault OTX. These indicators will be consolidated into lookup tables and

integrated into the SIEM platform, where they will be cross-referenced with network logs

to detect suspicious activities and generate real-time alerts.




2.0 Phase 2 Development and Implementation

2.1 Methodology / System Design

The proposed SOC system follows a layered architecture that integrates threat intelligence,
machine learning, and SIEM-based correlation to detect security incidents. The
methodology consists of five main components: data ingestion, threat intelligence
enrichment, Al-based correlation, alert generation, and visualization.

Network flow data from the UNSW-NB15 dataset is ingested into the Splunk SIEM as the
primary data source. Threat intelligence indicators including malicious IP addresses and
domain names are collected from AlienVault OTX and public sources, then loaded into
Splunk as lookup tables. A Random Forest Classifier trained on 17 [oC features from the
dataset serves as the Al-driven correlation engine. Correlation rules written in Splunk's
Search Processing Language (SPL) detect suspicious activities by combining pattern
matching, threat intelligence lookups, and Al model outputs. Finally, a real-time dashboard
visualizes detected threats, attack distributions, and malicious source activity.

2.2 Tools, Software & Technologies

The following tools and technologies were used to implement the system:
SIEM Platform:

e Splunk Enterprise 9.x — primary SIEM platform for log ingestion, correlation,
and visualization
e Splunk Universal Forwarder — endpoint log forwarding to Splunk

Endpoint Monitoring:
e Sysmon v15.20 — Windows system activity monitoring
Programming Language:

e Python 3.13 — used for Al model training, threat intelligence collection, and live
detection scripting

Python Libraries:

e pandas — dataset loading and preprocessing
e scikit-learn — Random Forest Classifier implementation
e NumPy — numerical computations
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e requests — API integration with AlienVault OTX and Splunk REST API
e pickle — Al model serialization

Data Sources:

e UNSW-NBI1S5 dataset — network flow dataset containing 700,000+ labeled
records

e Windows Event Logs — live endpoint activity

Query Language:

« SPL (Search Processing Language) used to write all correlation rules and
dashboards in Splunk

2.2.1A1 Model Implementation Code

The Al-driven correlation engine was implemented using the Random Forest Classifier
from the scikit-learn Python library. The model was trained on 5 IoC features extracted
from the UNSW-NB15 dataset and serialized using pickle for integration with the Splunk
SIEM.

nt("Loading

Figure 2: Ai model code




Now Search

Figure 3 false positive

New Search

Figure 4 Before ai model

New Search

Figure 5 After ai model




2.3 Dataset Implementation

The UNSW-NBI15 dataset developed by the Australian Centre for Cyber Security [4] was
selected as the primary data source for this project. The full CSV file containing more than
700,000 records was loaded into a dedicated Splunk index named unswnb135.

After successful ingestion, the total record count reached 957,674 events, significantly
exceeding the project's 200,000 record requirement. The dataset includes nine attack
categories, from which four were selected as the primary targets for this project:
Reconnaissance (Port Scanning), Fuzzers (Fuzzing), DoS (Denial of Service), and
Shellcode (Shellcode Injection). These attacks represent a diverse range of network threats
spanning reconnaissance, input manipulation, availability disruption, and code execution.

The dataset provides real source and destination IP addresses, source and destination ports,
protocols, flow duration, byte counts, packet counts, TTL values, and service identifiers,
making it suitable for building realistic correlation rules.

2.4 Correlation Rules Created

Five correlation rules were developed in Splunk using SPL to detect suspicious activity
across the ingested data. Each rule was saved as a scheduled alert with appropriate severity
levels.

Rule 1 — Port Scan Detection (Severity: High):

Detects reconnaissance activity by identifying source IPs attempting connections across
multiple destination ports.

Ecin Alon

Figure 6: port scan offline coloration rule
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Rule 2 — Fuzzing Attack Detection (Severity: High):

Identifies fuzzing attempts by detecting abnormal protocol and port combinations.

Edit Alart E]

Figure 7: Fuzzing attack offline coloration rule

Rule 3 — DoS Attack Detection (Severity: Critical):

Detects Denial of Service attacks targeting specific services and ports.

Edit Alert B

-

Figure 8: Dos Attack offline coloration rule




Rule 4 — Shellcode Injection Detection (Severity: Critical):

Detects shellcode injection attempts based on network flow patterns.

Edit Alernt B

-

v

Figure 9: Shellcode Injection offline coloration rule

Rule 5 — Malicious IP Detection (Threat Intelligence, Severity: Critical)
Cross-references network traffic against the threat intelligence lookup table to detect

connections involving known malicious IP addresses.

Edit Alert B

Figure 10: Malicious IP offline coloration rule




2.5 Threat Intelligence Integration:

During implementation, the team utilized AbuseIPDB to retrieve known malicious IP
addresses, which were consolidated into a Splunk lookup table. The correlation rule
successfully detected 2,286 matching events across 27,490 total events, validating the
threat intelligence integration methodology.




Figure 11: threat intelligence code

import roquests
import csv

APT KEY = "221a3af88238bcBbedal aal?2 B6e268833deddeaSe5fele2fb3747397695 3550070441000 °

print(“Fetching malicious IPs from Ab PD8..."%)

url = "https://apl.abuseipdb. com/apd /v2/blacklist’

headers =

params
onfidenceMininm’
"lisit': 1000

r o~ requests. t , headers~headers, params+*params)
data =~ r.json()

ips = data.get('d I

print(#"Got (len(ips)) salicious 1Ps

outpUt = o' CriUsers\Omar ) \OnsDelve\Desktop\Splurk\maliclous_
with n{output, 'w', nemline~"") as f
writér = csv. Dictieiter(f, fleldmames~|"1p', 'threat typ

writer  weiteheader( )
for eatry in ig
witer.wrel |
in': entry| “ipAddress’
threst_t nal
entry] pselonfidenceScore'],

‘Abuse P08

Figure 12 get ip code
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2.6 Detection Approach

The detection methodology combines two complementary approaches to identify
malicious activity.

Al-Based Correlation: A Random Forest Classifier was trained on 17 [oC features
extracted from the UNSW-NB15 dataset: duration, source bytes, destination bytes, source
TTL, destination TTL, source and destination packet losses, source and destination load,
packet counts, mean packet sizes, and connection statistics. The model was trained on 80%
of the data and evaluated on 20%, achieving 100% accuracy on the test set. This indicates
the model can reliably distinguish between normal and attack traffic based on network flow
behavior. The trained model was serialized using Python's pickle library for integration
with Splunk.

Rule-Based Correlation: Five SPL-based correlation rules were created in Splunk, each
targeting a specific attack type or threat indicator category. These rules operate directly on
the ingested dataset and generate alerts when suspicious patterns are identified.

The combination of Al-based and rule-based correlation enables the system to detect both
known attack patterns (through rules) and complex behavior patterns learned from
historical data (through the AI model), moving the SOC from a reactive to a proactive
security posture [3].

2.7 Dashboard Screenshots

A real-time threat intelligence dashboard was configured in Splunk with five visualization
panels:

Attack Distribution (Bar Chart) displays the count of each detected attack type
Attack Types Breakdown (Pie Chart) visualizes attack category proportions

Top Malicious IP Connections (Table) lists the top 10 connections involving malicious
IPs

Total Attacks Detected (Single Value) shows the running total of detected attacks
(186,888)

Top Malicious Source IPs (Bar Chart) ranks source IPs by number of malicious hits
18| Page
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These dashboards provide SOC analysts with a unified view of threat activity and allow
rapid identification of ongoing attacks or trends.

SOC Threat intelligence Dashboard
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Figure 13Splunk SOC Dashboard

186,888

Figure 14 Dashboard before attack
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Figure 16 urlhaus domains

New Search

Figure 17Total IOC Matches from Threat Intelligence Lookup
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Figure 18Data set record

Figure 19Dataset Attribute

2.8 Challenges Faced

Several technical challenges were encountered during Phase 2 implementation:

Dataset Format Compatibility: The original CICIDS2017 machine learning CSV
files did not include real source and destination IP addresses, which limited the
ability to build realistic IP-based correlation rules. The dataset was replaced with the
full UNSW-NB15 dataset, which provides real IP addresses, ports, and protocols,
enabling more authentic threat detection scenarios.
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Live Traffic Correlation: Connecting live Windows Event Log data to a model
trained on UNSW-NB15 network flow features presented a fundamental data-format
mismatch, as live endpoint logs and historical flow records use different feature
schemas. This was addressed by maintaining the trained AI model for historical

dataset analysis while deploying Sysmon and Splunk Universal Forwarder for
parallel live endpoint monitoring.

Model Integration with SIEM: Integrating a Python-based Al model with Splunk
required the use of Splunk's REST API to pull events, score them externally, and
return results — a non-trivial process that was successfully implemented through a
custom Python detection pipeline.




3.0 Phase 3: Evaluation, Presentation and Final Submission

3.1 Analysis of Detected Events

The Splunk SIEM successfully detected and logged events across all four target
attack categories. The total number of detected attacks reached 186,888 events,
distributed across Reconnaissance, Fuzzers, DoS, and Shellcode categories. In
addition, the threat intelligence correlation rule identified 2,286 matching events out
of 27,490 total events, confirming the presence of known malicious IPs within the
ingested traffic. The dashboard visualizations provided a real-time overview of
attack distributions, top malicious source IPs, and total IOC matches across the full
UNSW-NBI5 dataset.

To further demonstrate real-world detection capability, a live traffic capture script
was implemented using tshark to capture actual network flows and forward them to
Splunk in real time. The script captures 30-second traffic windows, parses them into
network flow records matching the UNSW-NB15 feature schema, and indexes them
under a dedicated live traffic index in Splunk for correlation against the trained Al
model and SPL rules.

Live Traffic Capture Script (live_capture.py):
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import subprocess
import requests
import json
import time
import urllib3
import warnings

from collections import defaultdict

warnings.filterwarnings ('ignore')

urllib3.disable warnings ()

SPLUNK HOST = 'localhost'
SPLUNK PORT '8089"
SPLUNK_USER = 'Admin"'

SPLUNK PASS 'Omar@0775577892"

def capture traffic(interface=5, duration=30):

print (f" Capturing {duration} seconds of traffic...

cmd = [
'tshark', '-i', str(interface),
'-a', f'duration:{duration}',

'fields',

'frame.time relative',

'ip.src',
'ip.dst',
'tcp.srcport',
'tcp.dstport',
'udp.srcport',
'udp.dstport’',
'ip.proto',
'frame.len',
'ip.ttl"',

'header=n",




'-E', 'separator=,',
'-E', 'quote=n',
'-E', 'occurrence=f'
]
result = subprocess.run(cmd, capture output=True,
text=True, timeout=duration+10)

return [1 for 1 in result.stdout.strip().split('\n') if l.strip()]

def parse flows(raw packets):
flows = defaultdict (lambda: {
'srcip': '', 'dstip': '', 'sport': 0, 'dsport': O,
'proto': 0, 'sbytes': 0, 'dbytes': 0, 'spkts': 0,
'dpkts': 0, 'sttl': 0, 'dur': 0, 'sload': O,

'smeansz': 0, 'start time': 0, 'end time': 0

packet in raw packets:
parts = packet.split(',")
if len(parts) < 9:

continue

time rel = float(parts[0]) if parts[0]

srcip parts[1l] if parts[l] else "'

dstip parts[2] if parts[2] else

sport int (parts[3]) 1if parts[3] else (int(parts[5]) if parts[5] else 0)
dport int (parts[4]) if parts[4] else (int(parts([6]) if parts([6] else 0)

proto int (parts[7]) if parts[7] else O

pkt len = int(parts([8]) if parts[8] else O

ttl = int(parts[9]) if len(parts) > 9 and parts[9] else O

if not srcip or not dstip:

continue




flow key = f"{srcip}:{sport}-{dstip}:{dport}-{proto}"”

flow = flows[flow key]

if flow['srcip'] == '':
flow['srcip'] srcip
flow['dstip'] dstip
flow['sport'] sport
flow['dsport'] = dport
flow['proto'] = proto
flow['start time'] = time rel

flow['sttl'] = ttl

flow['end time'] time rel

flow['sbytes'] += pkt len

flow['spkts'] += 1

flow['smeansz'] = flow['sbytes'] / flow['spkts']
flow['dur'] = flow['end time'] - flow['start time']
if flow['dur'] > O:

flow['sload'] = (flow['sbytes'] * 8) / flow['dur']

except:

continue

return [f for f in flows.values () if f['srcip'l]]

send to splunk (flow) :
url = f'https://{SPLUNK HOST}:{SPLUNK PORT}/services/receivers/simple'
auth = (SPLUNK USER, SPLUNK PASS)
params = {'index': 'live traffic', 'sourcetype': 'network flow'}
try:
requests.post (url, auth=auth, json=flow,
params=params, verify=False, timeout=5)

except:
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print ("="*50)
print (" Sending live traffic to Splunk")

print ("="*50)

# Create index first
url = f'https://{SPLUNK HOST}:{SPLUNK PORT}/services/indexes'
auth = (SPLUNK USER, SPLUNK PASS)
requests.post (url, auth=auth,
data={'name': 'live traffic'},
verify=False)

print (" Index created!")

while True:
try:
packets = capture traffic(interface=5, duration=30)
flows = parse flows (packets)

print (f" Sending {len(flows)} flows to Splunk...")

for flow in flows:

send to_ splunk (flow)

print (f" Done! {len(flows)} flows indexed")

time.sleep (5)

except KeyboardInterrupt:
print ("\n Stopped")
break

except Exception as e:
print (f"Error: {e}")

time.sleep(10)
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Figure 18: Live Traffic Capture Script (live_capture.py)

Figure 20Live Traffic - Bytes Per Minute (Splunk)\

index=live_traffic sourcetype=network_flow
| timechart span=1m sum(sbytes) as Bytes_Per_Minute

Figure 21 Live Traffic Bytes Per Minute

46

Figure 22DoS Traffic Detected - 46 Events

index=live_traffic sourcetype=network_flow

| stats sum(sbytes) as total_bytes

| eval total _MB=round(total_bytes/1000000,2)
| rename total_MB as "Total MB Monitored"

| table "Total MB Monitored"

Figure 23SPL Query - Total MB Monitored
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Figure 24Brute Force Attempts - 112 Events

index=live_traffic sourcetype=network_flow
| where dsport IN (22, 21, 3389, 23, 25)
| stats cound

Figure 25SPL Query - Brute Force Detection Rule

Figure 26Port Scan Detection Results

index=1live_traffic sourcetype=network_flow

| stats dc(dsport) as unique_ports count by srcip
| where unique_ports > 10

| eval alert="Port Scan Detected"

| eval severity="High"

| table srcip unique_ports count alert severity

Figure 27SPL Query - Port Scan Detection Rule (Tuned)




Figure 28Malicious IPs Detected in Live Traffic

index=live_traffic sourcetype=network_flow

| lookup malicious_ips.csv ip AS dstip OUTPUT threat_type
| where isnotnull(threat_type)

| st int srcip dstip dsport threat_type

| eval alert="Malicious IP Detected"

| table srcip dstip dsport threat_type count alert

Figure 29SPL Query - Malicious IP Lookup Rule

3.2 Alert Tuning to Reduce False Positives

Following initial deployment, the correlation rules were reviewed to identify false
positive alerts. Thresholds in the Port Scan Detection rule were adjusted to require a
higher minimum number of distinct destination ports before triggering an alert,
reducing noise from legitimate scanning activity. The DoS Attack Detection rule was
refined by tightening the packet count threshold to better distinguish actual denial-
of-service floods from normal high-volume transfers. The Malicious IP Detection
rule was updated by removing outdated or low-confidence indicators from the
lookup table, ensuring only verified malicious IPs trigger alerts. These tuning steps
reduced unnecessary alerts while maintaining full detection coverage across all four
target attack categories.

l.

index=live_traffic sourcetvpe=network_flow

| stats sum(sbytes) as total_bytes count by srcip dstip
| where total bytes > 500000

| eval alert="Possible DoS Attack"

Figure 30Alert tunings 1




index=live traffic sourcetype=network_tflow

| stats sum(sbytes) as total bytes count by srcip dstip
| where total bytes > 58008000

| eval alert="Possible DoS Attack

Figure 31Alert tunings 2

3.3 Incident Reports

The following incident reports were generated based on alerts triggered by the
Splunk correlation rules during the evaluation phase.

Incident Report INC-001: DoS Attack Detected

Incident ID INC-001

Attack Type DoS (Denial of Service)
Severity Critical

Source IP 59.166.0.x

Rule Triggered DoS Attack Detection (Rule 3)

Action Taken Alert generated and logged in Splunk; source IP flagged for
investigation

Incident Report INC-002: Reconnaissance Attack Detection

Date: May 2026 Severity: High Detection Method: Al Decision Tree Classifier

Detection Details:

Source IP 175.45.176.1
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Attack Category Reconnaissance

Total Events 13,251

Detection Rule Al-generated SPL rule (Decision Tree, 92.09% precision)

Features Triggered sttl > 253, sbytes < 566, ct srv_dst<1

Impact:

Reconnaissance activity indicates an attacker mapping the network infrastructure prior to a
targeted attack. Early detection prevents escalation to exploitation phase.

Response Actions:

* Block source IP 175.45.176.1 at perimeter firewall
® Monitor destination IPs for follow-up exploitation attempts

* Review network segmentation to limit lateral movement

3.4 Performance Comparison: Before and After

To evaluate the effectiveness of the system improvements, a comparison was
conducted between the system state before and after alert tuning and rule refinement.
As shown in Figures 10 and 11, the dashboard captures demonstrate a clear
improvement in detection precision. Before tuning, the system generated a higher
volume of alerts including noise from borderline traffic patterns. After tuning the
correlation rules and refining the threat intelligence lookup table, the system
produced more targeted and actionable alerts while maintaining complete coverage
of all four attack categories. The table below summarizes the key performance
metrics observed:




N

Figure 32Attack Distribution - Before and After (Pie Chart)

index=live_traffic sourcetype=network_flow
| eval attack=case(
dsport IN (4444,1337,31337,6666,5555), "Suspicious Port",
dsport IN (22,21,3389,23,25), "Brute Force",
sbytes > 100000, "DoS Attack",
dsport=80 OR dsport=443, "Web Traffic",
1=1, "Other")

| stats count by attack

| append [
search index=live_traffic sourcetype=network_flow
| stats dc(dsport) as unique_ports by srcip
| where unique_ports > 10

| ovwal att+ark="Dnart+ Cran"

Figure 33SPL Query - Attack Distribution (Part 1)

UppLId
search index=live_traffic sourcetype=network_flow
| stats dc(dsport) as unique_ports by srcip
| where unique_ports > 1@
| eval attack="Port Scan"
| stats count by attack]
stats sum(count) as count by attack
where attack!="Other"
where attack!="Web Traffic"

Figure 34SPL Query - Attack Distribution (Part 2)




index=1live_traffic sourcetype=network_flow

| where dsport IN (4444, 1337, 31337, 6666, 5555, 8888, 9999)
| stats count by dsport

| sort -count

Figure 35SPL Query - Suspicious Ports Detection Rule

Figure 36Suspicious Ports Bar Chart
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